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Overview

The ability to collect information from such an immense array of publicly
available sources is changing the way in which states communicate about
war. OSINT is a valuable and critical tool in the narrative battles being
waged. Understanding how communities of online netizens search out,
collate, and disseminate information will become increasingly important in
managing public and international perceptions pertaining to ongoing
conflicts. Understanding that war happens in a 24/7 globally connected
information environment changes the way in which states are likely to
manage not only the war in Ukraine, but also all future wars. Where once
the state was the arbiter of information, now a cacophony of online sleuths
battle over facts and audiences. Being able to utilize these facts to a state’s

advantage is likely to impact not only perceptions of conflict, but the ability
to provision soldiers, and wage war.
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Tracking Movements

L

L . b . 0 Dr. Jeffrey Lewis & ’
] eve ra I n a S I C O e n - @ArmsControlWonk - Follow
g g p According @googlemaps, there is a "traffic jam" at
source too I S SU Ch as VH F 3:15 in the morning on the road from Belgorod,
H F . I k ! Russia to the Ukrainian border. It starts *exactly*
where we saw a Russian formation of armor and
U ) m O b | e n etWO r d ata ) IFV/APCs show up yesterday.

social media posts by S
service members, and even |
google maps data to track
adversary movements
undermined claims of
military competence and
basic OpSec.

8:26 PM - Feb 23, 2022 @

0 Read the full conversation on Twitter
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Fostering a narrative
Of reSilience ."" ":';-‘;‘ i"? _"l.g;.’v -,
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Consistent dissemination of images,
information pertaining to Ukrainian
tactical successes early in the war
fostered an image of resilience and
fortitude that boosted international
confidence in Ukraine’s ability to
withstand the Russian invasion. Battles
over the Antonov Airport, and
elsewhere shifted the narrative
dramatically from one of hopelessness
to one in which the necessary tools to
win should be provided.
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Documenting Material Consequences of War

Using visual evidence
collected from multiple
battlefronts to document
material losses boosts
confidence in Ukrainian
military capabilities and
undermines prior logics of
Russian military power.

radios used in the 1980s,

Rob Lee @RALzeB5 - 23h
‘ 0"'”‘)2 Mobilized Russian saldiers are reportedly receiving Soviet-era R-159M

T wan— P P -
vic.com/milinfaliva?w

Attack On Europe: Documenting Ukrainian
Equipment Losses During The zo22 Russian Invasion
Of Ukraine

3 11 s8s 7 4,554 T

:;'ill"_l'a'\' this thraad

Rob Lee @RALeel85 - 21m
Looks like Russian/LDNR forces are now using 152mm D-1 M1943
howitzers, which were first produced during World War Il

vk.com/milinfalive?w=

inchuded tn this list. All possiile
discerning th us of i
Il as ‘ahandoned will Bkely e
rapaLired oo gt

mdditional feotage becomes aviiable.

Ot [ iheowing distrnoged and caprured Rusilan eehicles and equlpment cum be foimd
[

FCTick o the mambers i get a picture of each ndivicual capeured or destroped vehicle

Copyright 2022 - Virginia Tech « All Rights Reserved/ w zi

VIRGINIA TECH.

aloe - 1o, o wh estruped us?, damnagnb a, shendeial e capiumed G2



Shifting Narratives - Azov @

L

= Helping shift narratives on
controversial or maligned
actors within a conflict.

= Consistent video and
photographic imagery of the
Azov fighters altered their
public image within the
global public who had
previously been conditioned
to view them very
differently.
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Non-Traditional
Narrative Control

The use of non-standard
crowd-sourced or organized
online groups to both collect
and disseminate narratives
has helped to continuously
draw attention to the conflict
and counter adversarial
narratives.
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Elevating and INTRODUCTION TO THE PLATFORM

Documenting War oo
Crimes and Human
Rights Violations

[Poccows|

Profe S Si On al O S I NT highlights incidents that have resulted in potential civilian impact or harm since Russia began its invasion
ts detailed have been collected by Bellingcat researchers. Included in the map are instances where civilian f
H : . H re have been damaged or destroyed, where the presence of civilian injuries are visible and/or there is the “!‘55]
Organ |Zat|0ns |nCI Ud | ng ivilian bodies. Callection for the incidences contained in this map began on February 24, 2022. Users can [ [kl

te and location. We intend this to be a living project that will continue to be updated as long as the conflict

Bel I i ngcat have played a Critical ailed information about the entries included in this map, please refer to our methodology and explainer {//V“Shﬁﬁhw

[WaxTni] Wi

r0|e in bringing to the g|0ba| Madiyevskyy/Reuters. Image right: Jirva Teataja/Scanpix Baltics via Reuters. pol ,Piiif;’f::nng:l .
attention human rights f' y
violations and war crimes o B

during the conflict. These Romania :
documentation processes are e foamodr

\

fact-based and tedious and
help reinforce Ukrainian
narratives and undermine
Russian ones.

8 Copyright 2022 - Virginia Tech « All Rights Reserved/ w zi

VIRGINIA TECH.



@ Shifting
R Narratives * -

_

Figure 1: Weekly Distribution of
Tweets on #Russianlmperialism or
#RussianColonialism

August 2022

9 Copyright 2022 « Virginia Tech « All Rights Reserved/ v :5

VIRGINIA TECH.



I_ Figure 2: U.S. Aid Allocations to Ukraine Overlaid on OSINT
Dissemination by 24 Identified Accounts ~150k Tweets over 9

months. I
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Thank you.

|

Questions?

Contact:
«  Tech4HumanityLab.org
*  @AfterWestphalia

10/17/17
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